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Abstract: This article disclosed an authentication method for access and handover in a low-orbit satellite network intermittent connection
scenario. The scheme was based on a symmetrical cryptographic system. Based on hash function, XOR operation and timestamp, the safe
access of the terminal to the satellite network was ensured. It reduced signaling overhead, bandwidth overhead, and computing overhead as
well. In view of the link interruption, the solution was based on the current session key between the user and satellites to quickly and safely
resume communication to ensured the quality of service. Through the orbit prediction technology, according to the current session key
between the user and satellites and random number, the safe switching between satellites was realized, and the communication cost during
the satellite switching process was reduced. The scheme realized the anonymity of user identity, and refreshed the temporary identity for the
next authentication after successful authentication.
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hashfunction 4;
protocol authentication( UE, NCC){
role UE {}
role NCC {}

}
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role UE
{
fresh ¢, p, uid: Nonce;
var X, 7, t,,q: Nonce;
send_00 (UE, NCC, {uid} k(UE, NCC));
recv_0 (NCC, UE, TID, k);
macro P={p} h(r, x);
macro MAC,= h(uid, p, 1);
send_1 (UE, NCC, TID, k, P, MAC,, #);
recv_2 (NCC, UE, Q, MAC,, 1,):
macro sk= A(uid, p, q);
macro RES= A(sk, p, q);
send_3 (UE, NCC, RES);
claim (UE, Secret, sk);
claim (UE, Alive);

UE, Weakagree);

UE, Niagree);

claim (UE, Nisynch);

¥

role NCC

{

fresh x, 7, g: Nonce;

claim

claim

(
(
(
(

fresh ,: Nonce;

var uid, ¢, p: Nonce;

recv_00 (UE, NCC, {uid} k(UE, NCC));
macro TID= {A(r, x)} uid;

macro k= {r} h(TID, x);

send_0 (NCC, UE, TID, k);

macro P={p} h(r, x);

macro MAC,= h(uid, p, 1);

recv_1 (UE, NCC, TID, k, P, MAC,, 1);

macro O={q} h(r, x);

macro MAC,= h(uid, p, q, t,);
send_2 (NCC, UE, O, MAC,, £,);
macro sk= A(uid, p, q);

macro RES= A(sk, p, q);

recv_3 (UE, NCC, RES);

claim (NCC, Secret, uid);

claim (NCC, Alive);

NCC, Weakagree);

NCC, Niagree);

claim (NCC, Nisynch);

}
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claim

claim

(
(
(
(

Scyther results : verify

Claim Status Comments

NCC ication,NCC1  Secret uid Ok Verified No attacks.
authentication,NCC2  Alive Ok Verified No attacks.
authentication,NCC3 ~ Weakagree Ok Verified Noattacks.
authentication,NCC4  Niagree Ok Verified No attacks.
authentication,NCC5  Nisynch Ok Verified Noattacks.

UE  authentication,UE1  Secreth(uid,p,q) Ok No attacks within bounds.
authentication,UE2  Alive ok No attacks within bounds.
authentication,UE3 ~ Weakagree ok No attacks within bounds.
authentication,UE4  Niagree ok No attacks within bounds.
authentication,UES  Nisynch ok No attacks within bounds.

Done.
7 Scyther
2
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hashfunction /;

protocol recovery( UE, LEO){

role UE {}

role LEO {}
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role UE
{ fresh m: Nonce;
var n: Nonce;
send_1 (UE, LEO, {m}k(UE, LEO));
recv_2 (LEO, UE, {n}k(UE, LEO),MAC);
macro sk,= A(k(UE, LEO), m, n);
send_3 (UE, LEO, h(sk,, m, n));
claim (UE, Secret, n);

, Secret, sk,);

, Alive);

claim (UE
(UE

claim (UE, Weakagree);
(UE
(UE

claim

claim , Niagree);
claim , Nisynch);
}

role LEO

{

fresh n: Nonce;
var m: Nonce;
recv_1 (UE, LEO, {m}k(UE, LEO));
macro MAC= h(m, n);
send_2 (LEO, UE, {n}k(UE, LEO),MAC);
macro sk,= A(k(UE, LEO),m, n);
recv_3 (UE, LEO,k(sk,, m, n));
claim (LEO, Secret, m);
claim (LEO, Alive);
LEO, Weakagree);
LEO, Niagree);

claim (LEO, Nisynch);
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PRSP N BRI AT K BBt s UEEB BN A,
FHYSecret, NiagreefINisynch/E AR A2 AR
NN A KL , HAWSecrer, Alive,
Weakagree BT FREIVETINATIRE B . I, w(E
(= GN8N DAL G e S S ¥ G
RENE SCIAE B S A UE A L2 B PR A

i, RESITEREN], Scyther TR ICIAHEI 5]
WA E A AT ety , PR R UE I 5 25
ARE (R B4y, AR E RSt Hr IR A GG 5
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claim

claim

(
(
(
(

Claim Status Comments
eeeeee ry LEO recovery,LEO1 Secretm Ok Verified No attack:
eeeeee ry,LEO2 Alive Ok Verified Noattack
eeeeee ry,LEO3 Weakagree Ok Verified No attack
eeeeee ry,LEO4 Niagree Ok Verified No attack:
eeeeee ry,LEO5 Nisynch Ok Verified No attacks.
UE  recover ry,UE1 Secretn ok No attacks within b d
eeeeee ry,UE2 Secret h(k(UE,LEO),m,n) Ok Verified No attack:
eeeeee ry,UE3 Alive Ok Verified No attack!
eeeeee ry,UE4 Weakagree Ok Verified No attacks.
eeeeee ry,UES Niagree ok No attacks within bound:
eeeeee ry,UE6 Nisynch ok No attacks within bound:
Done.
8 Scyther
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